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virtual_server 1.1.1.1 {
Ib_kind FNAT/DR/NAT/TUNNEL

local_address {
192.168.1.1

}
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sre: 10.87.5.45
Dst: 220.67.8. 10

Sre: 220, 67. 8. 10
HFPA Dst: 10.87.5.45

VIPL: 220, 67.8. 10

[ VIP2 22067811 NN

DNAT SNAT
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Src: 192, 168. 10. 11
Dst: 10.87. 5. 45

RealServer2
192. 168. 10. 11



FULLNAT

» FULLNATSCI)JEEE

LLl

Sre: 10.87. 5. 45 Sre: 2200 67. 8. 10
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VIPL: 220.67.8. 10
¢ S
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~ —
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Sre: 192, 168. 1. 10
Dst: 192. 168, 10. 11

Sro: 192, 168, 10. 11
Dst: 192, 168, 1. 10

RealServer?2
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LOCAL IN
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sessionz®

(hash)

—»( sesslion )

+—{ session )

—( session )»+»{ session »{ session )

—( session r—»{ session )

@essinn
Caddr;
Vaddr;
Daddr;
Cport;
Vport;
Dport;

hE?DtDEG]; —UDP/TCP Y,
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—client address
—virtual address
—destination address
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sessione sessioniw
(IN) T~ (OUT)

—»{ session »r»{ session )

—»( session »—»{ session )‘/
4

—»( session )

+—{ session

MEhash, ARTB{EAhash key



FULLNAT

» FULLNAT-3%HXclient address (TOA)

8
Opcode: 200
Client Lys Oplen: 2 RS
Data: 1iptport
. SN >
HOOK A #%
Cr//;_;/,, 1. ¥toafs
- ACK 10A . XA
TOA socket;
::::::::::th{data}::::::::::-’} 2_ TCP
getname BK|
data N £ M socket
p data Iiﬁ:r%toa

TOA: address of tcp option
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- TCP OPT-TIMESTAMP
- RealServer kernelFFgtcp_tw_recycle
- FHPARIB, timestampXEJiGIBIAKTN, timestamp/)Miifio]
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> TCP OPT-MSS
- TCP=RiIBF&E—1ackB AGETIEX
- GETIEXR>11MIRE, toatiAH A

- TCP - Sequence
- RealServer_ttimewaitfysocketE A& seqiFilt



SYNPROXY

» SYNPROXY AT fElsynflood ¥

- FEEE: SBlinux tcpiMiltkFsyncookiesgy B8,
LVS MEFkseqrysynackt, I&iFack@Hack_seqz
EE-ELIMTTCP="1ZF{XIE;

- IEE I

virtual_server 1.1.1.1 {
Syn_proxy
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» SYNPROXY-15%1t+E (&
- TCP - Sequence
- Lvs->client 1 apache->Ilvs#syn_ackflFseqA+H[E
- TCP OPT

- Lvs->client syn_ack@ /tcp optZfFrmss/wsale/sack
- Session reused

- ZPHAPEENATH KR —1Nip/portiialLVS
> Ack Storm

- Tcp seg¥t#FEack storm



CLUSTER

VIP:220. 181. 6. 19

102200 181, 6. 19 GW 192, 168, 20. 5
T 2200 181, 6. 19 GW 192, 168, 30. 5
T 2200 181, 6. 19 GW 142, 168, 40. 5

Server 10. 65. 20. 58 Server 10. 23. 30. 64
NET 10.0.0.0/8 GW 10.65.20.1 NET 10.0.0.0/8 GW 10.23.30. 1



PERFORMANCE

v IPVS{ILiL
o ZRANFIMI, T4BAFIZEZRIT N cpuiz t
- ¥#-Ksession hash table
- t#-ksession hash bucket lock/™%

o R R cacheZHid%
o LOCKLESS

o W1 : Westmere(ZFg _{tnehalem)/biosft &
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o BBF—4rx_bufferFfl—/ tx_buffer;
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> NP rx_bufferFIN/Mtx_buffer, N=CPU#%/N &

CPU1

CPU4

RX_ BUFFER1

RX_BUFFER4

TX_BUFFER4
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» Pl lT- CPUZ

- Cat /proc/interrupts
54: 188324418 O IR-PCI-MSI-edge ethO-
TxRx-0

55: 167573416 0 IR-PCI-MSl-edge ethO-
TXRx-1

o HBRE
echo 01 > /proc/irq/54/smp_affinity
echo 02 > /proc/irq/55/smp_affinity
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» X% PBAF): RPS(receive packet steering)

CPU1 CPU2 CPU3 CPU4

RX_BUFFER
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» RPSECE
- cat /sys/class/net/ethO/queues/rx-0/rps_cpus
cat /sys/class/net/ethO/queues/rx-1/rps_cpus

o GBI E
echo 01 > /sys/class/net/ethO/queues/rx-0/rps_cpus
echo 02 > /sys/class/net/ethO/queues/rx-1/rps_cpus
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» KEEPALIVED{L{t
- Select->epool

o L reloadRt B F0FFEE
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» RGEEFE S
> KIFMLRO/GRO
- KHlirgbalance
- ¥EKprocE#: net.core.netdev_max_backlog



PERFORMANCE

» M BETRFR
> Synflood: 350w pps
- Ack/rst/fin-flood: 800w pps
- HTTP: 150w pps
- New tcp connection: 30w
- MAX session: 4000w (24G memory)

#lg5: DELL R610(E5645 @ 2.40GHz),
NIC,

Intel 82599
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» e tREE
> Ipvs: lockless

- Keepalived: ZZ&iZEHIRE)

o $ifEfE: sandybridge - DDIO
» SEEINRE

o WEHREE: ipZEARZE. ...

> ¥ #HGRO(F%#ELRO)
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